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Introducing Authello
Simplifying Two-Factor Authentication for MEDITECH

Implementing strong security protocols while meeting the needs of a growing, mobile workforce, can create a challenge
for IT Departments in the healthcare industry. Authello bridges SSO and Identity Providers with MEDITECH to create
enhanced authentication workflows and streamlined patient care. The simplified implementation of Authello compared
to traditional integrations will allow your facility to quickly implement multi-factor authentication while maintaining a
high level of security — inside and outside your healthcare organization.

Why Authello?
O Enables multi-factor authentication for e-sign events within MEDITECH
O Enables a Nursing co-signature workflow with strong authentication

O Available for Windows, iOS and Android platforms

“The security of protected health information (PHI) is a top priority for our
customers, which is why we have partnered with Forward Advantage on Authello.
They have a long history of integrating solutions, including identity and access
management, with our EHR. This latest solution brings added value and security to

MEDITECH Expanse by enabling two-factor authentication.” ' A‘
- Justin Armstrong, MEDITECH Security Analyst, CISSP . U t h e | | O



Authello Ensures a Secure and Quick Adoption of Strong Authentication Protocols
O Forward Advantage is MEDITECH's trusted partner for enhanced authentication for all MEDITECH platforms

O Authellois the only solution that can enable multi-factor authentication for in-application e-sign events within
MEDITECH Expanse

O Authello leverages an existing OneSign infrastructure using the same workflows and authentication factors

O Authello utilizes industry-standard web security (SAML 2.0) to interact with Identity Providers (IdPs)

AUTHELLO MANAGES THE E-SIGNING PROCESS BOTH INSIDE AND OUTSIDE OF YOUR NETWORK.

As hospitals migrate to MEDITECH Expanse, mobile and out of network authentication
will become more frequent, requiring a higher level of security.

Authello provides a bridge to
MEDITECH and the IdP
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Authello Identity Provider

Windows PC

Need an Identity Provider?
Forward Advantage is MEDITECH’s trusted partner for IdP solutions.
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